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Client

The client is a US-based multinational biotechnology company.

With the increasing number of employees and workflows within the
organization, the client was facing issues related to access management.
Tedious routine tasks consumed much manual e ort, resulting in a
cumbersome access lifecycle management process. The client s focus was
to revamp its existing identity and access management (IAM) infrastructure
and automate the access lifecycle management resulting in easier
onboarding and access provisioning. The existing client infrastructure

consisted of some legacy tools such as AD 2008, Dell Identity Manager, and
RSA.

Challenges

IAM infrastructure issues related to ownership of 200+ unowned ticketing
groups, documentation alignment, and unavailability of custom scripts to

extract reports for audit board review

Integration issues with ServiceNow and access management tools for

unsupported transport layer security version prevented new user access
provisioning

Delay in change implementation due to manual work and processes
User profiles not being updated from the access management system to
the active directory (AD), resulting in activation failure

Designing issues in the AD and lightweight directory access protocol (LDAP)
Infrastructure and replication caused inconsistencies '
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