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Executive Summary

Mobile device insurance fraud is increasing in both volume and
sophistication, driven by identity manipulation, repeated device
misuse, and organized fraud networks exploiting digital claim
channels 241021 |ndustry reports consistently show that traditional
rule-based approaches and manual investigations struggle to scale,
adapt to evolving fraud tactics, and deliver consistent outcomes in
real time, particularly in mobile-first digital ecosystems [0,

This paper presents a production-grade, real-time machine learning
system designed for a large US-based client to detect mobile
device insurance fraud with high accuracy, explainability, and
operational stability. Prior research has demonstrated that machine
learning (ML)-based fraud detection significantly outperforms static
rules in insurance contexts, especially when leveraging
heterogeneous data sources and ensemble-based decisioning 7,

Our solution integrates five heterogeneous enterprise data sources
spanning claim history, payment risk signals, identity verification
outcomes, alert and watchlist matches, and external fraud
intelligence, such as the National Intelligence Crime Bureau (NICB),
to engineer 104 features capturing historical behavior, temporal
dynamics, identity consistency, and fuzzy-match risk indicators.
Rich behavioral representations and relationship-aware features
have been shown to be critical for detecting organized and
repeated fraud patterns in insurance claims data [ 14,

Multiple gradient-boosting models were evaluated using
time-based validation and automated hyperparameter optimization,
with XGBoost selected for its balance of predictive performance,
interpretability, and low-latency inference. Gradient-boosted

decision trees, and XGBoost in particular, are widely adopted in
insurance fraud detection due to their robustness on
high-dimensional, imbalanced tabular data and suitability for
real-time decisioning [6], [12]. SHAP-based explanations are
generated for every prediction, enabling investigator trust,
auditability, and regulatory compliance in line with best practices
for explainable Al adoption in financial and insurance systems 1 4],

A key contribution of this work is addressing probability and
threshold instability commonly observed in production fraud
models. Prior studies show that models with comparable ranking
performance (e.g., AUC or F1 score) may produce poorly calibrated
probability outputs, resulting in operationally disruptive swings in
alert and review volumes when static thresholds are applied 0,
To mitigate this issue, the system applies Beta Calibration as a
post-model standardization layer, producing well-calibrated
probability estimates that support stable decision thresholds across
model versions and retraining cycles. Beta Calibration is a
mathematically grounded, empirically validated approach that has
been shown to outperform traditional logistic and isotonic
calibration methods under distribution shift ©!.

Deployed using a cloud-native, serverless architecture based on
Azure Functions, the system delivers sub-second real-time scoring
at an enterprise scale while maintaining elasticity, resilience, and
cost efficiency. Cloud-native, event-driven architectures are
increasingly recognized as best practice for real-time fraud
detection platforms requiring low-latency inference, horizontal
scalability, and operational robustness in regulated financial
environments 2119,

Business context and baselining global risk module system

Before developing the solution, our US-based insurance customer
relied heavily on static rules, heuristic checks, and manual reviews
conducted by fraud investigators to detect mobile insurance fraud.
These activities were supported by the existing global risk module
(GRM). While this rule-based approach was effective in identifying
obvious anomalies, it lacked scalability and struggled to adapt to
evolving fraud patterns.

Fraud risk signals and rules were authored across multiple
fragmented systems, including core claims platforms, payment risk
providers, identity verification services, internal alerts and
watchlists, and external fraud intelligence repositories such as the
NICB. This fragmented architecture made it difficult to construct a
unified, real-time view of fraud risk. As a result, some high-risk

claims went undetected, while low-risk claims were unnecessarily
delayed by manual reviews, negatively impacting the customer
experience. The magnitude of this problem was substantial.

As part of the baseline assessment, we benchmarked the GRM
system and observed that, on average, it processed approximately
12,000 claims per day in 2024. Of these, only about 6.2% were
flagged as potentially fraudulent, while the remaining ~94% were
categorized as low risk. However, the business believed that a
portion of this unflagged population likely contained suspicious
claims that were going undetected by GRM. Identifying additional
fraudulent claims within this segment was one of the key business
objectives (Motive 1).
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Within the 6% of claims flagged as high risk, roughly 35% were
routed to the triage team for detailed manual review by fraud
experts. The remaining 65% was largely denied for
entitlement-related reasons, such as lack of coverage at the time of
loss. Of the claims sent for manual review, approximately 74% were
ultimately determined to be false positives, placing a significant and
unnecessary burden on the triage team. This volume distribution is
illustrated in Figure 1.

Consequently, the business sought to reduce incorrect

classifications, minimize manual effort associated with false

positives, and limit unnecessary scrutiny of legitimate claimants

(Motive 2). This analysis revealed that the GRM system achieved a

precision of approximately 12.4%, which was set as a benchmark for

the new solution. Figure 2 illustrates the methodology used to

derive this precision metric.

75% 12%
16.3K 2.66K
(No Evidence of Fraud) (Abandoned Claims)

Total Claims = 350K / month in 2024

.. |

21.7K Claims - Flagged as Risks by GRM (6.2% of Total Claims)

12%

l

7.61K - Goes to Triage team for scrutiny (2.18% of Total Claims or 35% of 6.2%)

!

74% 12% 14%
5.63K
(No Evidence of Fraud) Abandoned Claims

Figure 1: Claim’s Volume Analysis

Benchmarking of GRM

CONFUSION MATRIX

Predicted

2,697 (TP) (Denied)

Non-Suspicious

Actual 3,28,300
Non-Suspicious 19,002 (FP) (FN+TN)
Total 21,700
Precision 12.4%

Figure 2:

GRM benchmark.

Note: In the above depiction, TP stands for true positives; TN stands for true negatives. FP stands for false positives; FN stands for false negatives.
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Beyond these two primary motives, the business team wanted to ensure that our ML solution meets regulatory and audit requirements for

explainability and transparency. Even small changes in fraud detection thresholds can materially affect the number of claims routed to manual

review, thereby directly impacting staffing requirements, service-level agreements (SLAs), and operational costs. Furthermore, frequent model

updates (while necessary to keep pace with evolving fraud) can unintentionally disrupt downstream workflows if model outputs are unstable or

hard to interpret. These challenges created a clear business need for a real-time, data-driven fraud detection system that could:

1. Integrate disparate fraud signals into a unified risk score
Accurately rank suspicious claims while minimizing false positives

Provide transparent explanations for every decision

@ s @ W

Operate at enterprise scale with sub-second latency

Deliver stable, interpretable probability scores suitable for consistent operational thresholds

The solution described in this paper was designed to meet these requirements, enabling faster, more consistent claim adjudication,

reducing unnecessary manual investigations, and establishing a trustworthy, scalable foundation for automated fraud decisioning

in mobile device insurance.
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Figure 3: High-level solution architecture

The architecture, as depicted in Figure 3, presents a scalable,
secure, and enterprise-grade Azure platform where data from
multiple on-premise SQL systems, including claims, risk, identity,
and alert sources, is ingested using Azure Data Factory and stored
in Azure Data Lake Storage (ADLS) following a structured multi-zone
design (raw, structured, and consumption layers). Azure Databricks,
governed by Unity Catalog, performs data transformation, feature
engineering, and Delta Lake management to produce an
algorithm-ready dataset for model training and to load look-up
tables for real-time inference. The inference data (look-up tables)
will be refreshed daily and persisted in Azure SQL for operational
consumption in real time. An ML or model training pipeline is
created and managed in Azure Machine Learning, with ML flow for
experiment tracking, model versioning, and artifact management,

and model assets stored in Azure Blob Storage. CI/CD pipelines
implemented using Azure DevOps automate model build,
validation, and deployment to managed online endpoints. Real-time
inference is enabled through Azure APl Management and Azure
Functions, which securely expose model predictions to the caller
application (GRM). At the same time, Event Hub supports
asynchronous logging to ADLS, which will be leveraged for model
retraining pipelines and auditability. Comprehensive observability is
achieved through Application Insights and Azure Monitor, and
enterprise-wide security, compliance, and governance are enforced
via Azure Active Directory, key vault, cost management, and
centralized DevOps controls. Together, this architecture delivers an
end-to-end, production-ready data and ML platform that supports
real-time decisioning and enterprise operational excellence.
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Data sources and volumes

The solution was built and validated using approximately 550,000
historical claims data spanning two years. The first seven quarters
of data (Q1-Q7) were used for ML model training and validation, and
the last quarter (Q8) was used for model testing. Fraud-risk
intelligence is consolidated from five primary data sources to create
a unified and comprehensive risk profile for each claim.

The claimant history dataset provides foundational information
about claims, including device, enroliment, and address details. It is
enriched with up to three years of historical behavioral data across
mobile numbers, email addresses, customer accounts, shipping
addresses, and serial numbers. Account history contributes to
critical payment-risk signals such as AFS scores, AVS outcomes,

Feature engineering

and historical transaction behavior at the mobile and account level.
Identity verification data captures verification attempts, failure
patterns, and longitudinal identity risk indicators. Alerts and
watchlists identify matches across claimant attributes, including
email, mobile numbers, accounts, and fuzzy address patterns linked
to previously suspicious activity. NICB data adds external fraud
intelligence, including risky Pl correlations and advanced fuzzy
address risk scoring.

Together, these integrated data sources deliver a holistic view of
identity, behavior, payment risk, and address-based fraud signals,
enabling highly accurate, scalable, real-time fraud prediction.

The final feature set integrates static device attributes (for example: mobile model name, manufacturer etc.), behavioral indicators, 3-year

historical aggregates across multiple Pll elements (mobile, email, account, address, serial number), real-time fuzzy match scores against NICB and

alerts datasets, and Azure Function computed temporal features such as time-to-report (TTR) and time between claims (TBC). Together, the 104

engineered features provide a comprehensive representation of claimant identity consistency, historical behavior, transactional risk, and

device-level signals, enabling our model to detect complex fraud patterns with high recall.

ML model development

The model development process, as shown in Figure 4 below,
followed a structured, step-by-step training and evaluation
workflow designed to balance predictive performance,
interpretability, and real-time latency constraints. The full dataset
was partitioned into a train-validation set and a hold-out test set
using a time-based split, with the most recent quarter reserved
exclusively for testing. This ensured that model performance
generalized to future fraud patterns and closely reflected real-world
deployment conditions.

As an initial baseline, three gradient-boosting algorithms, XGBoost,
LightGBM, and CatBoost, were independently trained on the
train-validation dataset using the same 104 engineered features
derived from multisource behavioral, temporal, historical, and
fuzzy-matching signals. Baseline model performance was evaluated
and compared using key classification metrics, with the F1 score
serving as the primary criterion for model selection due to the
imbalanced nature of the fraud detection problem.

Following baseline evaluation, the best-performing model
configuration was selected for further optimization.
Hyperparameter tuning was performed using Optuna, leveraging
the Tree-Structured Parzen Estimator (TPE) sampler and
early-pruning to efficiently explore the parameter space while
reducing computational cost. Cross-validation was incorporated
during this phase to ensure model robustness and stability.

After identifying optimal hyperparameters, the selected model was
retrained using the full train-validation dataset to maximize learning
from historical data. The retrained model was then evaluated on the
independent test dataset, and comprehensive performance
metrics, including F1 score, precision, recall, and calibrated
probability behavior, were generated. All experiments, parameters,
metrics, thresholds, and artifacts were systematically logged using
MLflow to support reproducibility, auditability, and governance.

To ensure reliable probability outputs for downstream decisioning,
the model's raw prediction scores were passed through a beta
calibration layer, producing calibrated probabilities suitable for
threshold-based routing in production. The final calibrated model,
along with feature importance and cross-validation results, was
registered as the production-ready artifact, ensuring the solution is
accurate, explainable, and capable of supporting sub-second
real-time inference.
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Figure 4: End-to-end model training and calibration workflow

Why Optuna was used?

Optunal15] was selected as the hyperparameter optimization
framework because it provides state-of-the-art automated search
capabilities. It uses a technique called define-by-run that
dynamically constructs search spaces, enabling more flexible,
expressive optimization workflows than traditional libraries like
GridSearchCV or RandomSearch. Optuna also employs a
Bayesian-optimization-inspired sampler (TPE, Tree-structured
Parzen Estimator), which learns from previous trials and prioritizes

promising regions of the search space. This makes it more efficient
and significantly faster than brute-force search. In this fraud
detection use case, where feature interactions are complex and
model performance is sensitive to hyperparameters, Optuna
helped identify high-performing parameter combinations while
minimizing computation time. Its pruning mechanism stopped
poorly performing trials early, reducing cost and accelerating
experimentation.

Model performance and business impact realized during

user acceptance testing (UAT)

Following multiple rounds of experimentation across different
algorithms, and with explainability as a primary requirement, the
final model selection was a tree-based XGBoost model. This
approach delivered balanced and reliable performance across
key evaluation metrics, achieving an F1 score of 0.56, precision
of 0.54, and recall of 0.55. These results reflect an effective
trade-off between identifying fraudulent claims and minimizing
false positives in a real-time scoring environment.

To assess real-world impact beyond quantitative metrics, false
positives and false negatives were reviewed in collaboration with
Claims Risk Reviewers using randomly sampled cases. The review

revealed that approximately 80%-85% of model-identified false
positives represented genuinely risky or potentially fraudulent
claims, which had previously gone undetected under the existing
process. This outcome significantly increased fraud visibility while
maintaining operational confidence, representing a substantial
improvement in risk capture rather than noise generation.

For the remaining cases not detected by the model, analysis
confirmed that the key signals required for identification were not
present within assurant’s internal data landscape. These
attributes were sourced from external systems routinely consulted
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by investigators during manual review, validating the model's
limitations as data-driven rather than algorithmic. This finding
reinforced both the credibility of the model results and the broader
data strategy, highlighting clear opportunities for future
enrichment. Collectively, these outcomes demonstrate that the
solution improves fraud detection effectiveness while remaining
explainable, trustworthy, and aligned with operational realities.

Before implementation, analysis showed that approximately 75% of
reviewer effort was spent reviewing legitimate (‘good customer”)
claims, with the triage team manually reviewing 7500-8,000 claims
per month. This resulted in high operational overhead and limited
capacity to focus on truly high-risk cases.

Explainability and model transparency

Explainability is a foundational component of the fraud detection
architecture, ensuring that every model prediction can be clearly
interpreted and justified by operational teams, fraud investigators,
auditors, and compliance stakeholders. To meet this requirement,
the solution leverages SHAP (SHapley Additive exPlanations), a
game-theoretic framework that decomposes each prediction into
additive, feature-level contributions.

For tree-based models such as XGBoost, SHAP's TreeExplainer
provides exact or near-exact feature-importance attribution with
high computational efficiency. During early development, SHAP
values were computed with approximate=True to support rapid
experimentation. Through targeted optimizations within the Azure
Function scoring pipeline, such as pre-loading SHAP background
datasets and minimizing Python object serialization overhead, the
system transitioned to approximate = False, delivering fully accurate
SHAP explanations while consistently meeting sub-second latency
service-level objectives.

Based on UAT, the solution is expected to deliver meaningful
efficiency and risk-reduction benefits. Monthly manual review
volumes are projected to decrease by approximately 40%, while
the proportion of reviewer time spent on legitimate claims is
expected to drop from 75% to 45%, significantly improving
investigator productivity and focus. In addition, the solution is
estimated to identify an additional 1,200 fraudulent or high-risk
claims per month in real time, cases that previously went
undetected in the existing (as-is) GRM process. Together, these
improvements drive lower operational costs, increased fraud
capture, and faster, more confident decision-making for the
business.

Operationally, explainability supports three critical use cases. First,
real-time, claim-level explanations are returned with each fraud
score, including a ranked list of the most influential features. This
allows investigators to quickly understand driving risk factors such
as prior fraud history, NICB match indicators, abnormal reporting
times, or address inconsistencies. Second, SHAP-based
explanations support regulatory and audit compliance by providing
mathematically sound, human-interpretable artifacts suitable for
governance reviews, model documentation, and risk assessments.
Third, SHAP values enable ongoing drift monitoring and model
stability analysis by tracking changes in feature importance and
behavioral patterns over time, allowing teams to identify emerging
fraud trends and trigger retraining or recalibration proactively.

Together, these explainability capabilities ensure that the fraud
detection system is not only accurate, but also transparent,
accountable, and trusted, supporting effective operational
decision-making and meeting enterprise-level risk and
governance standards.

Operational challenges with model dependent thresholds

Threshold instability across models

During model experimentation, a critical operational challenge
emerged: threshold instability across different machine-learning
models. Three gradient-boosted tree models - XGBoost, CatBoost,
and LightGBM were trained and evaluated independently using the
same feature set, objective function, and evaluation metric (F1
score). Despite achieving comparable model performance, each
model required a different optimal decision threshold, ranging from
approximately 0.25 to 0.45, to balance precision and recall.

At similar F1 score levels, XGBoost, CatBoost, and LightGBM each
converged on distinct decision thresholds. When applied to the
same test population, these model-specific thresholds resulted in
substantial variation in the volume of claims flagged for manual

review, even though the underlying fraud rate remained constant.
In practice, switching models led to double-digit percentage
swings in flagged claim volumes, directly affecting investigator
workload, SLA adherence, and operational costs. Table 1

summarizes the above observations.
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% of suspicious claims

Optimal threshold Daily review volume* Comment
o flagged by the model t/

Slightly above
XGBoost 0.35 ~7.0% ~700 —

baseline
CatBoost 0.25 ~11.5% ~1,150 ~2x baseline*
LightGBM 0.45 ~4.5% ~450 Below baseline*

*Assuming approximately 10,000 claims scored per day. Baseline implies 6.2% of fraudulent claims detected by the GRM.

Table 1: Model thresholds vs daily claim review volume (triage team) without any calibration.

Business risk and need for threshold decoupling

The variability, as seen above, introduced a significant business risk. Such frequent operational recalibration would undermine

Our fraud detection solution was designed for periodic retraining confidence in the system and make it difficult to maintain stable,

using newly available data, creating the realistic possibility that a predictable manual review volumes. The business, therefore,

different model could emerge as the top performer in future refresh required a mechanism to decouple model selection from

cycles. Without a mitigation, each model change would require: operational thresholds, ensuring that probability scores remained
. Redefining decision thresholds interpretable, stable, and comparable across models and

. Re-aligning downstream fraud workflows retraining cycles.
. Re-estimating investigation capacity

. Re-educating business users on score interpretation

Isotonic calibration: Exploration and limitations

As an intermediate step, Isotonic Calibration was evaluated to assigned identical probability scores, even when their feature
improve probability behavior while retaining model-specific profiles and SHAP explanations differed materially. This score
thresholds. The goal was to reduce extreme over- or clustering weakened risk-based prioritization, forcing investigators
under-confidence in raw model outputs, rather than to enforce a to review claims with identical risk scores but different underlying
single decision threshold. fraud drivers. From an operational perspective, this flattened the
Following isotonic calibration, optimal thresholds across models review queue, reduced throughput, and increased review time per
moved closer, falling within a narrower range (approximately 0.25 to claim. From a governance standpoint, it introduced explainability
0.35). However, empirical analysis revealed a significant limitation. ambiguity by assigning identical scores to claims with materially
Because isotonic calibration applies to a piecewise-constant different SHAP explanations. Table 2 summarizes the above
mapping, a large proportion of heterogeneous claims were observations.

% of suspicious claims 9 i i .
Optimal threshold ; o Fa il Business Impact
flagged by the model the same score
XGBoost 0.30 ~6.8% ~25-30% «  Weak risk ranking
CatBoost 0.28 ~7.2% ~30-40% «  Prioritization loss
«  Explainabilit biguit
LightGBM 0.33 -5.9% -20-25% Xpiainabiity ambIguity

*Assuming approximately 10,000 claims scored per day.

Table 2: Model thresholds vs daily claim review volume (triage team) with isotonic calibration.
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Beta calibration: Stabilizing probabilities and operations

To address the limitations discussed above, Beta Calibration was introduced as a post-model calibration layer. While gradient-boosted tree

models excel at ranking fraud risk, their raw probability outputs are often poorly calibrated and overly confident, especially in highly

imbalanced fraud datasets.

Beta calibration learns a flexible probability mapping using a Beta distribution, making it better suited than Platt scaling or isotonic

regression for fraud detection use cases. The approach produces smooth, well-calibrated probability scores while adding negligible

latency, making it suitable for real-time deployment.

Post beta calibration outcomes and business impact

After applying beta calibration, the probability distributions
across XGBoost, CatBoost, and LightGBM aligned and stabilized,
enabling the use of a consistent operational threshold regardless
of the underlying model. This eliminated large swings in review
volumes and simplified operational planning. By decoupling
decision thresholds from model selection, beta calibration

Beta calibrated

% of suspicious claims

enabled predictable operational volumes, consistent risk
interpretation, and frictionless model refreshes. This approach
preserved model flexibility while delivering stable decisioning,
improved investigator efficiency, and increased business
confidence in the fraud detection platform. Table 3 summarizes
the above observations.

ihreshold flagged by the model Daily review volume* Outcome
XGBoost ~0.30 ~6.2% ~620
CatBoost ~0.31 ~6.4% ~640 Stable and aligned
LightGBM ~0.29 ~6.1% ~610

*Assuming approximately 10,000 claims scored per day.

Table 3: Model thresholds vs daily claim review volume (triage team) with beta calibration.

Real-time inference

The real-time inference enables the underlying ML Model to
secure, sub-second risk scoring by combining scalable cloud
orchestration with consistent feature generation in the
production environment. An Azure Function App serves as the
central control plane, handling authentication, real-time feature
enrichment, model invocation, and response orchestration. The

Latency optimization

To meet sub-second end-to-end latency requirements, the
architecture incorporates optimizations across compute, data
access, and feature processing layers. Azure Function Apps are
kept warm using always-on to eliminate cold-start delays, while
frequently referenced static datasets and model metadata are
cached in-memory to avoid repeated I/O. Historical features
leverage pre-indexed tables and highly selective SQL queries for

system computes both instantaneous signals (on-the-fly
calculated) and pre-computed risk features (historical features
present in look-up tables) by performing low-latency look-ups
against pre-indexed historical data in Azure SQL. This design
ensures high performance, strong security, and feature parity
while supporting real-time decisioning at scale.

low-latency retrieval. Real-time feature computation is optimized
through lightweight, vectorized Python operations, ensuring
microsecond-level execution for time-based calculations, match
indicators, and risk evaluations. Together, these optimizations
enable consistent, high-performance real-time inference at scale.
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Conclusion

The real-time fraud detection solution integrates multisource feature engineering, optimized XGBoost modeling, and cloud-native
deployment to deliver fast, reliable, and scalable fraud risk scoring. A key differentiator is the use of Beta Calibration, which transforms raw
model outputs into stable, actionable probabilities, enabling consistent decision thresholds and improving operational trust. By correcting
the inherent overconfidence of gradient-boosted models, the solution ensures that elevated scores correspond to true business risk.
Combined with a low-latency Azure Function inference pipeline and SHAP-based explainability, the platform delivers accurate, calibrated,
and interpretable fraud predictions at enterprise scale.
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